CN@GERT/CC
=| 3% B B py R Py

CNCERTEENZ £ Btk &

2018 £ 12 A H.Z8 96 Hf
o (@) + o+
HE .

FRELA CNCERT IS EFNIEIRA R B AIREEIR F AT EMIE |, X9
EEERNEIRNSRR B TRASE O N EEREEE MR e
SHHITIR.
2018 F£ 12 B , EEXMNBRLENRBRTM AR, TEEIENT !
> RARNEREREIREIA78H ;
> RARENREEENL, 3761 , HPRENBUITMiLEE 9801 ; 15
RENE JHILEEE 92,3174 , ERBURMLEE 341 ; §HHERN
RIuERS ETREEE /95,3241 ;

> EXREERERAEHZFE( CNVD WEEREE R AL 2R 206
4 Hep, SEiRE4SLA , AIHA AR ERYRIEEL,067

N
[

HERERTE  +8610 82990999 ( HA3Z ), 82991000 ( T&IZ ) {EE : +8610 82990399
EBF#Rf4E : cncert@cert.org.cn

PGP Key : http://www.cert.org.cn/cncert.asc

RILE : http://www.cert.org.cn/


http://www.cert.org.cn/cncert.asc
http://www.cert.org.cn/

] K HLIE R B o WWw.cert.org.cn

XTEREBKRMN AL ( CNCERT )

EZR G BN R S A OEESRTTEN SN S5 AR IRINE FORIEFR ( ZEEFR
33 CNCERT & CNCERT/CC ) , FR3ZTF 2002 £ 9 B , FAEBUFIERFINIMR LR
Ay, BEEMNEZ SNSRI OB AEE,

2003 £F , CNCERT £#£E 31 1M E (BE™. BiaK ) Bzn=ilb. {FAEZRSR
Ry , CNCERT RUFEERERR | BB FURTIRG. RATAIL. BuRIELL, JIfRI%
S 055  ARERMNELEEHTE. &3, MEMMELESTIIE , i
ERAHEENEZE , (REEEMEENESIIEEEERANLZRIET.

CNCERT g9MVSZ8E0U0F -

BRI KT AHERNMNELZLEIEES” , FENEMEENS. £/t
IESEEEERRSR. BaEEMRSIRHERE. BERERIVETESHNE TR,
EAET SERIMEIEIEEHTEIRIERHRE | UNRBIHRERIE,. EH. BT
MR, PSR ERINE P IINE R e B HRE S ST RE R ML R
R eHI,

MEER K FERIER RNGS D ITFIZ RENE IR , SLIMEZR
SEMPIDITINE. NELZLEHNBERNER. ZUNELZSRRNSEDHE . B
R RAIRMEEBRNMELZETHRERER. MELZERAMEREERZERS.

BRLE I FEFAMAEKEINBERANEHRE  CNCERT KRATIER
FRURNELE | ESAENEHEIE | FIMERNE TSN, BREATEE
BEMAFPIES. SREERRFRIIMNEEEERANEY. BPIFERRAR
MRS, LAREINERRE N SRR ERE L LT,

MR —EANELZ LN, TFENTUNM |, RE<HERE | RSt
RIERR , LAREZAT L. SCERORER. AIERSE. IA0FIRT |, IRBEXTRENE
FFERI ). R A AR ML 2 NARSS . CNCERT RSB EMNR L EFNESIE |
2 5lBEMINEBRKNLZ SR RIINERN RIS,

B, (FAFEIFFEAFENESZEEHEELENNEESTO ,
CNCERT ¥ REREE B THEEE NGRS B A RIER AR B
#J, CNCERT AEFRZEBMBLELEIFHELR FIRST IEXHRIUKRITAMNEEHN
APCERT BU&#EAZ—. &LE 2017 & , CNCERT 5 72 MEFFIMEXAE] 211 NALRE
317 "CNCERT EPR&fEkEE" X&.




] K HLIE R B o WWw.cert.org.cn

MR X &% 52 3% 75 BF

(CNCERT BEAMZERIFMRE ) ( LUNEIR MRS ) AESRITET NS SR
BihiE ( BFREREREMM =R , CNCERT & CNCERT/CC ) HIEEFF4) , B
CNCERT #RHIFHAEMAY, REFIUERES IFASIICERLL | BRI tER
g, AREEIFIRIFIEH CNCERT HTEIE , K42 CNCERT @R , {H{a/sfE,
PMANEENREUNREFABE LA TEMAEE,

CNCERT ADHRIEARSAVEREAIIRY  HHrER. 3R, BRFHESE ,
MERIEAN NBE R SEfER ERRAVMKYE CNCERT FNEBSIFERAT—DiE R ST,

mE
RSHBFTE (CNCERT BEAMZ2EHES) , NRBEMPIRSEEIMMRE | 58
REISHEAIEAER , FESHeik) : cncert@cert.org.cn,



mailto:cncert@cert.rog.cn

] K HLE R R o WWW.cert.org.cn

KAMBLEEESE DM

2018 FF 12 B , BEAMMBLZ IR AR, HEERK
LB(TRATRS , BEAN & TSI UHEIRER | RRERKIAL
MEZEEH. EREERMNESENETHHE  FRERFEESM LG
HREFRRRSSHER EAERMEK itk MEL S HHE
WEAEREEN TR, SYALE , 12 BAHEEBEMMELZSETHEK E
B BT BN s e RAIXIEL.

BN L2

2018 £ 12 B , MEIEALMNBEI TR , BB BTSN
EUSIREE S RHIMERITEXIELL EANERR A NIRRT M2
BITHE | RKEREBALEWNELZEEH

EEBMNEERRERS

AR, mADISREFT MR ESEIEEN 80 1, S LERKY
68 MBELIEK 17.6% SRR ERNuGAILLFIR 5.0%_EF+E] 5.8% ;
BABURMEHIENG JREES 34 4, S LR 45 MELL TR
24.4% , HIERHENGIMLEAIELHIR 1.8% FIER 1.5% ; #3315
RIMUSRIPETUEEE /Y 5,324 1, B ERRY 6,469 1NTFFE 17.7%,
ExEREEmAEEFE (CNVD!) HiEE T 1,529 E2id K F
EEFTER AR RIT. RINFEEERRGHIILARBE. EF. 2
HDE, HEFEXTIRIRRSEM.

iE1 1 CNVD 2 CNCERT XEENERER RS R, EilBEzER. NERel B, B
BRIV ERZERREREZNRE BOhTENERE—RIERE
SRAKEE. R, WIE. DITENSLEAR.

1



[ 5% LI I 2 VWAWW.Cert.org.cn

NHMFIMRER S

2018 &£ 12 B , R#E CNCERT HSNEUEF B ST IRIXEIE |
BREBBKMMELZESIMETEIERERUT | NEFRSIENERS
H , IEANEERNERENEENE 78 B REA T 8.1% ; &
ZePIRENTEERBEREES REATERIIRSHER L
BT 8.8% , FiEfmEEER LB Tk 8.0% ; LRATRRAVEAR
BEIR BB 4.1% , FiGREMER EATHE 14.0% ; B398
XA ENFESEEEHER LAEK 6.1%, MitLeAmE , BA
WEKIAEE ST 1,376 4, IR EBIEK 1.4% ; BARFENGI IR
EEEA 2317 4, W EB T 7.8% ; $HHEAMNIEHSERES
5324 1, WERTE 17.7% ; FLEBAARIERINIGES ERF |,
R 360 NERENMIESEHHES LBRFFE. *2REAHE |
AB CNVD HINEEBERBRALZERE 1206 1, R EHIEK
48.9%, HAEGRE 481 1, IR EBIEIK 56.2% ; BI#FFA>RChE
EEERAES 1067 4, REBEK 524%, SHZIELH ,
CNCERT ZNEIMELZLEMHRE 8,237 14, REBTMET 2.3%,
HERZNSFIRBEEEM 2,401 4. WMTUHE LS 2,338 14,
E{FAMRETSTE , CNCERT MET ML 24 8,278 15 , HIERSHY
SRIRERSEEM 2,391 4. MIAEZEEMH 2,390 14,

2 —RIERT , TEABREERERNIBRT  EERRSPRE. TUTLUAZEIR
ELHBERRER. H , MRS EENEBEITHREENES. 12 8, CNCERT &
SEERA IR THEEAT | X3 551 MRS SRR 83 FMEFTERra R T 7 ke mill.

2



] K HLE R R o WWW.cert.org.cn

AAMFZLEEEEZHIE

& MEHFETENBIED W

2018 FF 12 B , BN ERENZRimETNIE 78 Y. HE,
IZAIT 54 5 1P #EES R AYFEA AR DS S EREFES , 5 EAR
VT 60 JFMEEL B 10.4%,

> KB E & wm MEE b

2018 £F 12 B IEWIR 54 A IP MRS A ENEADSEFTE
=l | gt X o E =MD BIET FE. WEa.
i AR=N

AEEEPMEIEHIIRSSES 1P 2809 28,696 1, HP , IR
OFEFPEFSHIIRSSE IP A 1,955 ) LR S HEERERI=AL
HNaBlAr RE. dtmEm. Ligmh. JIMREEEFEF =R
IP & 26,738 4, EESHTEE. EE. HE. ¥, MTFEEN
HIIRSSEREHI TIEA 256,835 NEM IP , IHIBEREN IP HERF
B EREMTIIEXRFIEAFIEY IPiBiE 5B T1EN 124,478
NF 82,410 NEH IP,

> B BRI e b W E BT

2018 £F 12 B , CNCERT $tXHeIFMTHYS SEFEEE. a0
KBRS BB NEERERHTON ANEE TR EERE
FFEEAR 2,437 4 | BRIIESTREREZR 3,700 1, BOFEZRESE
BREFHEA 1,380 1,

2018 & 12 B , CNCERT MNAEE. TMARiL, TH5FE8. =
FEHEREREER T EBEENERER 124 4, H , BEH
FENEERFHMERENM(G 37.1%) , BIRENE (5 28.2% ). BE



] K HLE R R o WWW.cert.org.cn

282 (5 20.2% ) PHIE=. =fL

> PIE AT R 5

ML Es TR T —LEBhIPEERGESES AR RINIRERARIM LG
BT WIUESHA R TERE. SFEXERENARENIEE TIX
EREEEDINMLE , RIS RIEREPEZRERE NS
LS R RN AR .

MR EEERIET (TR AR EMIAERR, 2018
fF 12 B, CNCERT mill/ &M Sub R |, BdE R GRRIs
A 12,682 MR B 1P EESHIAIRIILS R4S 8,409 4™ IP, 1 12,682
MESUEREEF  FIRAEMAYEEET 5,054 1 (£9:4539.9% ),
TIRINEMAIERZE 3,323 (905 26.2% ), IMSuhRiE &R

g2 HER R 5 MAIBEMRERUNRA.
F 2018 £ 12 BiEKEEE A FET RS2

% I(ﬁ?:f? %5 EEHENE
1 .COM T84 (gTLD) 7814

2 .CN E R84 (ccTLD) 1954

3 NET HH T4 (gTLD) 587

4 .ORG T4 (gTLD) 255

5 TW WA 4 (gTLD) 195

& MULLZEHED

> AR RIS

2018 FF 12 B |, IRAIHE M ISHIEIE DD 1,376 1 |, IR HRE KN
IR ERIXOMHFRREI =MD IR RS, t=h. i1, &
RIIAZERGEIT |, ENEERSHIZ COM 132 2EMuh , HZamill
KWih ; BEEEERE  WEMRI.GOV HEERMIEE 80 4, OiE
R BRI EARIEL 7T 5.8%.



] K HLE R R o WWW.cert.org.cn

> RIS HRIEN /E TIER

2018 FF 12 B , ImBBENGI JBINIEEIE S 2,317 1™, 1R
BEAENNMNEHERE X o hRFER =MD 78, tR
M. e, MRS  WIENGJEERZHIZE.COM 3
FWuh , HZAmllENu ; EETIRHE | WIENGIIEY.GOV &
BEMIEE 34 1, HIERFENEIMNLEEIEHI 1.5%,

2018 £F 12 B , &4 2451 /™ IP HBHHEIS NG IXIEN 1,554
MNuESChETAEEsl, Heb , 350 1P it F B TFEE. BDPEF
BEARSEEREMK, MBS IP thHES NG IS R kA
2XE , KBXEERY IP it HmEISE 322 NMRUSEN T IS SR |
AEWiEEREN ; DXEREFEEENESEY P ik , o
B 311 M0 190 MNLEN T IS IR,

> BRI E T
2018 & 12 A , CNCERT HIFNZEIEHERMutEAE REE

5,324 A RIS 1,739 4 1P ik 688 4 fEIX 688 4™ IP H ,98.8%
FEI  FRATFEENTPEES.
& RREBHED

2018 & 12 H , CNVD NEEEIBER AR L EimiA 1,206 1>, H ,
=fEimin 481 4 , AIfRA FRCEIE I TERYRIRE 1,067 1, 257
IEYERERLEZ S 5 E24E Adobe, Cisco. Drupal, Google, IBM. Linux.
Microsoft, Mozilla, WordPress &,

RERE SRR | KR 2R ERGRE. NAER
. WEB NARmR. HUEERRE. WNKIRERE (NISESE. X
BHNF ) ke mimn ( MEEKE. NMRRNERSZS ). 83 CNVD
EEENRAY KRR S HEZR =D 32N FAEFR
i\, WEB NAiRR. BERFIRA.



] K HLE R R o WWW.cert.org.cn

¢ MFLEEHERSLERR

> BIHELIER

2018 & 12 B , CNCERT WRIEIR/MNEITFE FHb4. HEREIE,
MIaIERE. (ERFHIURSHINBZEEM 8,237 4 ( GH T EIA
EARESHNE—NELZES M  BASREARIRERMEEEM ),
HepskBEIMIEHRSS 47 4.

1 8,237 HE=MHRETF |, ARII=NNZESHDIRRE. K

pE. TEERF.

> FEE IS

NERIMNEZEE M. ReiRiE. EESFHIRGINEZE
S UKBEEUAIME LS4 , CNCERT BHIRESHAM
SEEfNEEE. TRAPNMYRZERE | mrEES 4t T
QbIE,

2018 ©F 12 B , CNCERT LAKRZBE D OHEMIELIET 8,278
Ze5H., HpRE. MUpERSHEBHERS.



[ 5 IR s Www.cert.org.cn
B - RiE R
o ERRERE
EEERZIEHRITTENEG. Y. NEMNBEREEFHMNLAGNIEREEM
iR BENNES,
o T
REEEERAFRIRY. BESEEMY P FEREENESNES |
MNIAEREEFERENNER MARSEIAESR , SBEERRHIRLZEX
b,
o TEiERF
TEEFEIEEREFENNER T  AEERARPRE. BUTLUARIRIES
BHHER., EEEFDRRBENT
1. ¥E&EAS ( Trojan Horse )
FIEHAARD (BRAS )) RUSHARPTAGE  EERTEEHIAR
ITENAEERNNESERE. BTE&EE—EENBFER , 5
FPH ARG AR +TDEIL , EMEREARS, ZRINEE  ADERA
H—E DA  EEARES WIRKS. FEAD, inEEHASS. RE
MIFART . TEREARS MEEAS X,
2. 8P/ (Bot)
EBFEFERTHEAMRENEFEErEENE. ZREREESHD
W, BFEFREH—ES | IRC EFER. Hitp EFER. P2pP EF
EFRIHEEFERIUE,
3. #£H (Worm)
IEREIERBEREH,ZEE  LIGBRRFENMERFEATEBNN
TR, RBERER  BRAHE—LD  iMHER. BIERS

i3 . EEADEATHRAFETIRE. MEREKSHIAS.,

T4 MIRASEATHBAFRMER. IEBFFERSHAS.

15 | RS ERTHER R TSRS S SRS,

116  TEHTHASRARNESFRENEGENEIERIIR | FressE A =Rr AR,
17 . MEMADERTHEAFNENSHRER N EE I LRAIAD,

18 | THEARSERT MESTEMBEIBEFENAET LA E=RP RIS,

7



] K HLE R R o WWW.cert.org.cn

R, URER, KEFAERNIECERA.

4. /5 ( Virus)
RSB RERITEN N HTER | LISIASENAFEYE | #0E
BERIEREGITHEEEHNEEARB.

LirpREEREHEETENE.
fEERE TR R | BEM_EHMA—EEREEBE RS Lt
DERPNSEVERIENRAG R | ATMAR. Wi, Bl R
BUBHNEERERSR DIAE NHTIA,
° EFKLE
EFMNERKESETEHRIENS AR RRssnEd—x%
Han < Szt EERNERASHEFEFNETRITERESITA AE
RIS BAnkubt i T B BIRS D | BURKIERERINARERMY: | BT 12
b %,
o EBIRSULE
BRERFHEERE—BERRARAEEENYEE BT ER LR
1, AR BR R Sef= LR AR SS .

® MIEY

MIIENEEERIARERNIAAS (ENuETCAER TIESHIEREA
FOFEEEEMITAEA.

® KB

M TH'E REITMIESHE—BirMub S EARURIIRE (AFREIEMYL ), 7
BELARIRERE, BIRSIIR. FHRESMIER &S VAKIERMREETH
RETMRIEERIEER | FBIRAFERIERYL , LERERP N AREEE (20

RITIKSTIRFZERS ),

® NIEL

MTHEDREEENR RN SRS BERPITETEREiZR
AR HEIENEEAB.

® [ubf5i]

MusiE IS MR IEREEMUEAYTE B R L TieH I MM eetEE

8



] K HLE R R o WWW.cert.org.cn

W RE A I i Hl M uhA AR 55 s I B 4.

o IR

WAREMERGAFTENER (BERREBEKRT S ) REERSKEEA.
8 (—) WHAFRBRIERSERTRIRI &, BFTW. S
ANECRSFERMRIRBFERMG (= ) WHEATEERRIEFEMY (=) B
RIEANBG, ik, RERSFERAIE MG () SBERIEREIR. RIEA.

BHRSSERE TR,
o IHFiNE
IS EE T A RS R E XU 2 RS 88 L REUE (EERFE

GBI ARHREIER 1P kel E R RIERE.

o IRFNAA

RN ARIRE LRI A LAFIESRFEGHIEURER. RN
BEM—RAREEFERINGEERERSY  EEFRENINRREFBERF

( Exploit ) EREUSBARSHIAINR.

o TEINEIKEEIER

ERPANIBEARENIER T RS RRAETRE. IETLUAEIARIE
SBR BEABEREFRBXEHEMTARNTHIIT . R EREGER .



